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(54) METHOD AND SYSTEM FOR DISTRIBUTING CONTENTS AND RECORDING 
MEDIUM HAVING CONTENTS DISTRIBUTION PROGRAM RECORDED THEREON 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and a system for distributing 
contents and a recording medium which have contents distribution program recorded 
thereon, with which contents can be safely distributed by preventing operations, such as 
unauthorized copying of the contents. 

SOLUTION: The information of a user is registered by a user registration means 101. 



When the user is to utilize this system, a user authentication means 103 authenticates 
whether the user is a registered user. Only the authenticated user can retrieve desired 
contents out of the contents registered by a contents register means 102 by using a 
contents retrieving means 104, the acquisition of the right of using these retrieved 
contents can be granted to the user, and the operation of the user who has acquired the 
right of use to the contents is monitored by a contents monitoring means 106. 



* NOTICES * 



JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not 
reflect the original precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]A contents distribution method which distributes contents containing a 

picture and a sound which are stored on a server to two or more clients 

connected on a network, comprising: 

A user registration step which registers a user's information. 

A user authentication step which a user attests based on user's information 

registered at said user registration step about whether you are the user 

registered at said user registration step. 

A contents recording step which registers contents. 

A content retrieval step which searches contents of a request which a user 

wants to use from contents registered by this contents recording step, A royalty 

acquisition step which acquires a royalty over contents which a user chose 

among these searched contents to a user, A transaction information 

management step which manages a using state of used contents per user of a 

contents unit and contents as a result of carrying out acquisition of said royalty to 

a user, a contents surveillance step which supervises operation of a user to 



contents which acquired said royalty, and. 

[Claim 2]A using permission step which licenses contents whose royalty has 
been acquired to other users by said royalty acquisition step, And the contents 
distribution method according to claim 1 having a using permission contents 
managing step which manages transaction information of contents dealt with by 
this using permission step. 

[Claim 3]When said contents surveillance step downloads acquired contents of 
said royalty to a user's terminal, it downloads operation monitor software to a 
user terminal with these contents, An operation surveillance step which 
supervises operation to a user's contents with this software, An operation 
accumulation step which accumulates this supervised operation, a menu item 
operation step which operates a menu item of application which performs 
operation which includes edit and an inspection to contents so that a contents 
user's operation may be controlled, And the contents distribution method 
according to claim 1 having a contents elimination step which eliminates these 
contents when there is unjust processing to contents, as a result of supervising 
operation to a user's contents at said operation surveillance step. 



[Claim 4]A contents distribution system which distributes contents containing a 

picture and a sound which are stored on a server to two or more clients 

connected on a network, comprising: 

A user registration means to register a user's information. 

A user authentication means which a user attests based on user's information 

registered by said user registration means about whether you are the user 

registered by said user registration means. 

A contents registration means which registers contents. 

A contents retrieving means which searches contents of a request which a user 

wants to use from contents registered by this contents registration means, A 

royalty acquisition means which acquires a royalty over contents which a user 

chose among these searched contents to a user, A transaction information 

management tool which manages a using state of used contents per user of a 

contents unit and contents as a result of carrying out acquisition of said royalty to 

a user, a contents monitor means which supervises operation of a user to 

contents which acquired said royalty, and. 

[Claim 5]The contents distribution system according to claim 4 having a using 



permission means to license contents whose royalty has been acquired to other 
users by said royalty acquisition means, and a using permission contents 
managing means to manage transaction information of contents dealt with by 
this using permission means. 

[Claim 6]Said contents monitor means comprises software downloaded to a user 
terminal with these contents when downloading acquired contents of said royalty 
to a user's terminal, An operation monitor means which supervises operation to 
a user's contents, an operation accumulation means which accumulates this 
supervised operation, A menu item control means which operates a menu item 
of application which performs operation which includes edit and an inspection to 
contents so that a contents user's operation may be controlled, And the contents 
distribution system according to claim 4 having a contents erasing means which 
eliminates these contents when there is unjust processing to contents, as a 
result of supervising operation to a user's contents by said operation monitor 
means. 

[Claim 7]A recording medium which recorded a contents distribution program 
which distributes contents containing a picture and a sound which are stored on 
a server to two or more clients connected on a network, comprising: 



A user registration procedure of registering a user's information. 
A user authentication procedure which a user attests based on user's 
information registered in said user registration procedure about whether you are 
the user registered in said user registration procedure. 
A contents registration procedure of registering contents. 
A content retrieval procedure of searching contents of a request which a user 
wants to use from contents registered in this contents registration procedure, A 
royalty acquisition procedure which acquires a royalty over contents which a 
user chose among these searched contents to a user, A transaction information 
administrative procedure which manages a using state of used contents per user 
of a contents unit and contents as a result of carrying out to a user contents 
monitor procedures which supervise operation of a user to contents which 
acquired said royalty, and acquisition of said royalty. 

[Claim 8]A using permission procedure of licensing contents whose royalty has 
been acquired to other users in said royalty acquisition procedure, And a 
recording medium which recorded the contents distribution program according to 
claim 7 having the using permission contents managing procedure of managing 



transaction information of contents dealt with by this using permission procedure. 
[Claim 9]When said contents monitor procedures download acquired contents of 
said royalty to a user's terminal, they download operation monitor software to a 
user terminal with these contents, Operation monitor procedures which 
supervise operation to a user's contents with this software, An operation 
accumulation procedure which accumulates this supervised operation, a menu 
item operating procedure which operates a menu item of application which 
performs operation which includes edit and an inspection to contents so that a 
contents user's operation may be controlled, And a recording medium which 
recorded the contents distribution program according to claim 7 having a 
contents elimination procedure which eliminates these contents when there is 
unjust processing to contents, as a result of supervising operation to a user's 
contents with said operation monitor procedures. 



2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 

DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the lnvention]This invention makes contents digital data stored on the 
server, such as a picture, a sound, and text data, and The Internet, It is made to 



circulate on networks, such as intranet, and is related with the contents 
distribution method and system which are distributed to two or more clients via a 
network, and the recording medium which recorded the contents distribution 
program. 
[0002] 

[Description of the Prior Art]ln the contents distribution of digital data, since the 
copy of the digital data itself is easily possible, there is a danger that contents 
will be copied unjustly and will circulate. In order to prevent operation of such an 
illegal copy etc. conventionally, electronic watermark technology is used. 
Electronic watermark technology is art which embeds copyright pertinent 
information, such as an author, to contents in the form which human being can 
perceive with neither eyes nor an ear, and when distributing contents, such as 
an image and music, it has spread most for the purpose of contents protection. 
Even if the information embedded to contents as a watermark cannot be 
removed and usually cuts off some contents, it is a mechanism in which 
watermark information is saved. Therefore, since a watermark has effect as a 
proof of copyright infringement when unjust use is carried out, the outflow of 
illegal use contents has been controlled by embedding the information on 



copyright to contents using electronic watermark technology. 
[0003] 

[Problem(s) to be Solved by the lnvention]However, the physical copy is 
possible, although the electronic watermark technology can embed an author's 
information to contents and there is a deterrent effect over operation of an illegal 
copy etc. Therefore, operation of an illegal copy etc. was revealed after contents 
distribution, it may develop into a lawsuit problem, and there was a problem that 
it was difficult to prevent unfair operation a priori. 

[0004]The place which this invention was made in view of the above, and is 
made into the purpose, It is in providing the contents distribution method and 
system which can circulate contents safely, and the recording medium which 
recorded the contents distribution program by preventing operation of the illegal 
copy of contents, etc. a priori. 
[0005] 

[Means for Solving the Problem]ln order to attain the above-mentioned purpose, 
this invention according to claim 1, A user registration step which is a contents 
distribution method which distributes contents containing a picture and a sound 
which are stored on a server to two or more clients connected on a network, and 



registers a user's information, A user authentication step which a user attests 
based on user's information registered at said user registration step about 
whether you are the user registered at said user registration step, A content 
retrieval step which searches contents of a request which a user wants to use 
from contents registered by contents recording step which registers contents, 
and this contents recording step, A royalty acquisition step which acquires a 
royalty over contents which a user chose among these searched contents to a 
user, A contents surveillance step which supervises operation of a user to 
contents which acquired said royalty, As a result of acquiring said royalty to a 
user, let it be a gist to have a transaction information management step which 
manages a using state of used contents per user of a contents unit and contents. 
[0006]lf it is in this invention according to claim 1 , it is attested whether a user is 
a registered user, While searching desired contents and being able to acquire a 
royalty over these contents from contents into which only an attested user was 
registered to a user, Since operation of a user to contents which acquired a 
royalty is supervised, while being able to prevent unfair operation by "spoofing" 
when a user name and a password are revealed, An outflow of contents by an 
illegal use of contents can be prevented a priori, and contents distribution with 



high safety and reliability can be promoted. 

[0007JA using permission step to which this invention according to claim 2 
licenses contents whose royalty has been acquired to other users by said royalty 
acquisition step in the invention according to claim 1, And let it be a gist to have 
a using permission contents managing step which manages transaction 
information of contents dealt with by this using permission step. 
[0008]Since use of contents whose royalty has been acquired is permissible to 
other users if it is in this invention according to claim 2, convenience can be 
improved. 

[0009]ln the invention according to claim 1, this invention according to claim 3 
said contents surveillance step, When downloading acquired contents of said 
royalty to a user's terminal, operation monitor software is downloaded to a user 
terminal with these contents, An operation surveillance step which supervises 
operation to a user's contents with this software, An operation accumulation step 
which accumulates this supervised operation, a menu item operation step which 
operates a menu item of application which performs operation which includes 
edit and an inspection to contents so that a contents user's operation may be 
controlled, And as a result of supervising operation to a user's contents at said 



operation surveillance step, when there is unjust processing to contents, let it be 
a gist to have a contents elimination step which eliminates these contents. 
[0010]lf it is in this invention according to claim 3, when downloading acquired 
contents of a royalty to a user's terminal, operation monitor software is 
downloaded, When operation to a user's contents is supervised with this 
software and there are this monitored result and unjust processing, while 
eliminating these contents, Since a menu item of application which operates it to 
contents is operated and a contents user's operation is controlled, while being 
able to prevent an outflow of contents by an illegal use a priori, A royalty of 
contents can be controlled without making a user conscious, and use of contents 
in system introduction or network electric delivery and management of copyright 
can be carried out easily. 

[001 1]This invention according to claim 4 is a contents distribution system which 
distributes contents containing a picture and a sound which are stored on a 
server to two or more clients connected on a network, A user registration means 
to register a user's information, and a user authentication means which a user 
attests based on user's information registered by said user registration means 
about whether you are the user registered by said user registration means, A 



contents retrieving means which searches contents of a request which a user 
wants to use from contents registered by contents registration means which 
registers contents, and this contents registration means, A royalty acquisition 
means which acquires a royalty over contents which a user chose among these 
searched contents to a user, A contents monitor means which supervises 
operation of a user to contents which acquired said royalty, As a result of 
acquiring said royalty to a user, let it be a gist to have a transaction information 
management tool which manages a using state of used contents per user of a 
contents unit and contents. 

[001 2]lf it is in this invention according to claim 4, it is attested whether a user is 
a registered user, While searching desired contents and being able to acquire a 
royalty over these contents from contents into which only an attested user was 
registered to a user, Since operation of a user to contents which acquired a 
royalty is supervised, while being able to prevent unfair operation by "spoofing" 
when a user name and a password are revealed, An outflow of contents by an 
illegal use of contents can be prevented a priori, and contents distribution with 
high safety and reliability can be promoted. 

[001 3]A using permission means by which this invention according to claim 5 



licenses contents whose royalty has been acquired to other users by said royalty 
acquisition means in the invention according to claim 4, And let it be a gist to 
have a using permission contents managing means to manage transaction 
information of contents dealt with by this using permission means. 
[0014]Since use of contents whose royalty has been acquired is permissible to 
other users if it is in this invention according to claim 5, convenience can be 
improved. 

[0015]ln the invention according to claim 4, this invention according to claim 6 
said contents monitor means, It comprises software downloaded to a user 
terminal with these contents when downloading acquired contents of said royalty 
to a user's terminal, An operation monitor means which supervises operation to 
a user's contents, an operation accumulation means which accumulates this 
supervised operation, A menu item control means which operates a menu item 
of application which performs operation which includes edit and an inspection to 
contents so that a contents user's operation may be controlled, And as a result of 
supervising operation to a user's contents by said operation monitor means, 
when there is unjust processing to contents, let it be a gist to have a contents 
erasing means which eliminates these contents. 



[0016]lf it is in this invention according to claim 6, when downloading acquired 
contents of a royalty to a user's terminal, operation monitor software is 
downloaded, When operation to a user's contents is supervised with this 
software and there are this monitored result and unjust processing, while 
eliminating these contents, Since a menu item of application which operates it to 
contents is operated and a contents user's operation is controlled, while being 
able to prevent an outflow of contents by an illegal use a priori, A royalty of 
contents can be controlled without making a user conscious, and use of contents 
in system introduction or network electric delivery and management of copyright 
can be carried out easily. 

[0017]This invention according to claim 7 is the recording medium which 
recorded a contents distribution program which distributes contents containing a 
picture and a sound which are stored on a server to two or more clients 
connected on a network, A user registration procedure of registering a user's 
information, and a user authentication procedure which a user attests based on 
user's information registered in said user registration procedure about whether 
you are the user registered in said user registration procedure, A content 
retrieval procedure of searching contents of a request which a user wants to use 



from contents registered in a contents registration procedure of registering 
contents, and this contents registration procedure, A royalty acquisition 
procedure which acquires a royalty over contents which a user chose among 
these searched contents to a user, Contents monitor procedures which 
supervise operation of a user to contents which acquired said royalty, As a result 
of acquiring said royalty to a user, let it be a gist to record a contents distribution 
program which has a transaction information administrative procedure which 
manages a using state of used contents per user of a contents unit and contents 
on a recording medium. 

[0018]lf it is in this invention according to claim 7, it is attested whether a user is 
a registered user, While searching desired contents and being able to acquire a 
royalty over these contents from contents into which only an attested user was 
registered to a user, Since a contents distribution program which supervises 
operation of a user to contents which acquired a royalty is recorded on a 
recording medium, the distributivity can be improved using this recording 
medium. 

[001 9]A using permission procedure in which this invention according to claim 8 
licenses contents whose royalty has been acquired to other users in said royalty 



acquisition procedure in the invention according to claim 7, And let it be a gist to 
record a contents distribution program which has the using permission contents 
managing procedure of managing transaction information of contents dealt with 
by this using permission procedure on a recording medium. 
[0020]Since a contents distribution program which can license contents whose 
royalty has been acquired to other users is recorded on a recording medium if it 
is in this invention according to claim 8, the distributivity can be improved using 
this recording medium. 

[0021 ]ln the invention according to claim 7, this invention according to claim 9 
said contents monitor procedures, When downloading acquired contents of said 
royalty to a user's terminal, operation monitor software is downloaded to a user 
terminal with these contents, Operation monitor procedures which supervise 
operation to a user's contents with this software, An operation accumulation 
procedure which accumulates this supervised operation, a menu item operating 
procedure which operates a menu item of application which performs operation 
which includes edit and an inspection to contents so that a contents user's 
operation may be controlled, And as a result of supervising operation to a user's 
contents with said operation monitor procedures, when there is unjust 



processing to contents, let it be a gist to record a contents distribution program 
which has a contents elimination procedure which eliminates these contents on 
a recording medium. 

[0022]lf it is in this invention according to claim 9, when downloading acquired 
contents of a royalty to a user's terminal, operation monitor software is 
downloaded, When operation to a user's contents is supervised with this 
software and there are this monitored result and unjust processing, while 
eliminating these contents, A menu item of application which operates it to 
contents is operated, and since a contents distribution program which controls a 
contents user's operation is recorded on a recording medium, the distributivity 
can be improved using this recording medium. 
[0023] 

[Embodiment of the lnvention]Hereafter, an embodiment of the invention is 
described using a drawing. Drawing 1 is a block diagram showing the 
composition of the contents distribution system which enforces the contents 
distribution method concerning one embodiment of this invention. In the figure, a 
user registration means and 102 101 A contents registration means, 103 a user 
authentication means and 104 a contents retrieving means and 105 A contents 



royalty acquisition means, As for a user management data base (DB) and 1 12, a 
contents monitor means and 107 are [ a contents managing database (DB) and 
120 ] operating systems (OS) a transaction information management data base 
(DB) and 113a use information output means and 111 1 06. 
[0024]ln the contents distribution system of this embodiment, the user 
management data base 1 1 1 , the transaction information management data base 
112, and the contents managing database 113 are databases managed on the 
server, Each client shall perform a contents distribution function from on Web. In 
the contents distribution system of this embodiment. In communication between 
a client and a server and between clients, the information enciphered altogether 
circulates a network top and the client and server which received this enciphered 
information decrypt this information. 

[0025]The user registration means 101 is a means for receiving registration of 
the user itself who is the operation which the user who is going to use this 
contents distribution system performs first, and registering this user's information 
into the user management data base 111 of a server. The user of this contents 
distribution system will take the necessary procedure for a user registration by 
accessing the address of specification on Web managed by the server from 



each client terminal. A user ID is set up for every client and a user's information 
registered by the user registration means 101 is managed with the user 
management data base 111. 

[0026]lt explains below, dividing the flow of the processing in a user registration 
into processing by the client and a server, and referring to drawing 2 . First, a 
user accesses the appointed address (URL) via the browser software of the 
Internet from a client terminal (Step S201), and performs a temporary 
membership registration request by inputting a user's mail address from on the 
screen of Web (Step S202). In the server side, receive the temporary 
membership registration request from a client terminal, and a serial number is 
set up (Step S203), A temporary member is registered into the user 
management data base 1 1 1 (Step S204), and a serial number is transmitted to 
the mail address for which it applied to the client terminal which required 
temporary membership registration on the occasion of temporary membership 
registration (Step S205). 

[0027]Again, a user accesses the appointed address of Web from a client 
terminal, inputs the serial number received by e-mail, and performs a 
membership registration request (Step S206). The information which a user 



inputs in the case of a membership registration request has a user name and a 
password besides a serial number. In the case of a membership registration 
request, the information on a client terminal is also simultaneously transmitted to 
a server as internal processing. This information is used in the case of the user 
authentication of this system utilization time. In the server side, receive the 
membership registration request from a client terminal, and collation of a mail 
address and a serial number is performed (Step S207), Membership information 
is registered into the user management data base 111 (Step S208), and it is 
reported that membership registration was completed to the user side (Step 
S209). 

[0028]The contents registration means 102 is a means for registering contents 
into this system. This means is performed by accessing the appointed address 
from the Web screen of each client terminal. Although there is digital data, such 
as a picture, a sound, and a text, in contents, below, the case of a picture is 
explained. In the contents registration means 102, an ID number is set as 
contents, a user ID and a link are attached, and it is managed in the contents 
managing database 1 13 and the transaction information management data base 
112. 



[0029]lt explains below, dividing the flow of the processing in contents 
registration into processing by the client and a server, and referring to drawing 3 . 
First, a user accesses the address (URL) of specification of Web via the browser 
software of the Internet from a client terminal (Step S301). Information, including 
the constraints of the information on contents, for example, the whereabouts of a 
picture, a keyword required at the time of search, and contents utilization time, 
etc., is inputted from the screen of Web (Step S302). Constraints are because 
the offer side of contents imposes restriction on the use use of contents, and are 
for the user side realizing the structure which can perform contents use within 
the limits of the use specified by a contents provider here. 
[0030]ln the server side, the contents information which the donor inputted into 
the transaction information management data base 112 is registered (Step 
S303), Several pictures from which resolution differs to a registered image are 
created (Step S304), the storage place is registered into the contents managing 
database 113 (Step S305), and the purport of the end of registration is notified to 
the client terminal which is a registering agency (Step S306). The reason for 
creating two or more kinds of pictures from which resolution differs to a 
registered image is for making the load on a network reduce by using the picture 



of light information in the case of the selection in the case of contents acquisition, 
or an image editing. The picture created here is two kinds, the thumbnail image 
for selection, and the picture of the low resolution for image editings. 
[0031]Although **** explained the case where a contents provider inputted a 
keyword as contents information, it is also possible to take the method of 
generating a search key automatically using the characteristic quantity of a 
picture, for example, the object extraction result from a picture, the sensitivity 
information based on a color component, etc. 

[0032]The user authentication means 103 is a means forjudging whether you 
are the user registered into the user management data base 1 1 1 by the user 
registration means 101 to the user of this system. The information used for a 
user's attestation is information on a user name, a password, and a client 
terminal registered on the occasion of a user registration. In the server side, it is 
judged whether you are the user registered by comparing with the information 
registered into the user management data base 111 and the transaction 
information management data base 112. In the user authentication means 103, 
it becomes possible by using the information on a client terminal to prevent 
"spoofing" by attestation of only a password with a user. 



[0033]Therefore, only when the user registered to this system is operating it on 
the client terminal registered into the user management data base 111 of the 
server, are available, Even if it is an unregistered user and a registered user, in 
being operation from an unregistered client terminal, using becomes impossible 
by the judgment by the user authentication means 103, and it has a function of 
file deletion to the file of an unauthorized use. 

[0034]The contents retrieving means 104 is a means for searching the contents 
of registration to contents utilization time in this system at a server. It is also 
possible to specify contents as search of contents directly by ID of search by a 
keyword or contents. In the contents retrieving means 104, the information 
managed by the contents managing database 1 13 is accessed. 
[0035]lt explains below, dividing the flow of the processing in content retrieval 
into processing by the client and a server, and referring to drawing 4 . First, a 
user inputs the appointed address (URL) from the Web screen of a client 
terminal (Step S401). In searching by inputting a keyword from the screen of 
Web in searching contents with a keyword and specifying contents directly, it 
inputs content ID (Step S402). 

[0036]When a keyword is inputted from a client terminal in the server side, The 



thing corresponding to the keyword specified out of the contents registered into 
the contents managing database 113 is chosen (Step S403), and a thumbnail 
image is displayed on a client terminal via Web (Step S404). When content ID is 
inputted, the contents which have appointed ID out of the contents registered 
into the contents managing database 113 by the server side are looked for (Step 
S403), and it displays as a thumbnail image on a client terminal (Step S404). 
[0037]When two or more kinds of keywords are specified in the content retrieval 
by a keyword, it becomes what (AND conditions) the contents into which the 
keyword containing two or more kinds of all keywords is registered are searched 
for from the contents managing database 113. The thumbnail image displayed 
on the Web screen of a client terminal is one of the pictures from which the 
resolution created when registering contents by the contents registration means 
102, as Step S304 of drawing 3 showed differs, and is managed in the contents 
managing database 113. 

[0038]As the contents registration means 102 explained, when contents 
information is registered on the database as an object or sensitivity information, 
content retrieval is performed by specifying a part or the whole of the language 
corresponding to these information, or a picture. The next contents royalty 



acquisition processing explains the processing after Step S405 of drawing 4 . 
[0039]The contents royalty acquisition means 105 performs acquisition 
processing of a royalty to the contents searched with the contents retrieving 
means 104. If acquisition procedure is carried out by the contents royalty 
acquisition means 105, will set up ID to acquisition processing (royalty ID), the 
user ID and royalty ID of contents acquisition will be made to link to content ID in 
the transaction information management data base 112, and it will manage. 
[0040]Since operation of contents royalty acquisition is processing performed 
after content retrieval is completed, it explains the flow of processing below, 
referring to the flow chart of drawing 4 . On a client terminal, a user chooses the 
picture which acquires a royalty out of the thumbnail image displayed by the 
contents retrieving means 104 (Step S405), and inputs acquiring conditions, 
such as a use and a period. The contents to which the content registrant set the 
acquiring condition inputted here as a use use of contents in the contents 
registration means 102 are reflected. 

[0041]Next, in the server side, specification of the contents from a client terminal 
is received, acquisition of object contents is registered into the transaction 
information management data base 112 (Step S406), and it is reported that 



royalty acquisition processing was completed to the client terminal (Step S407). 
[0042]While this picture is downloaded on a self-client terminal and operation of 
edit etc. can be performed by acquiring the royalty of contents, it becomes 
permissible to other clients. 

[0043]The contents monitor means 106 supervises operation of users, such as 
editing work, after the user of contents performs acquisition processing of the 
royalty of contents by the contents royalty acquisition means 105 and downloads 
contents on a client terminal. When this means downloads to a client the 
contents royalty acquired, Information, including a contents royalty etc., is 
incorporated as an enciphered file together with the contents itself, it separates 
from a contents portion automatically and is incorporated into a client as a 
resident program, only when these contents are operated, it starts, and a user's 
operation is supervised. 

[0044]On the application software which operates contents (an inspection, edit), 
this resident program performs an addition and control of a menu, and 
accumulates a user's operation as a log. When application software here 
peruses or edits a picture, it is software generally used. When a royalty without 
the right of printing is acquired, it controls so that the menu related to printing is 



not displayed on application. The accumulated operation logs are used when 
displaying the end product at the time of next application starting. The menu 
about preservation is controlled not to be concerned with the kind of royalty and 
not to be displayed with a menu, and prevents contents without a royalty from 
being created newly. 

[0045]Control of the menu item to the above general application software is 
carried out only to the contents royalty acquired in this system. Therefore, in 
operating contents unrelated to this system with the same application software, 
a resident program does not start and it does not perform control, operation 
surveillance, etc. of a menu. Operation surveillance is realized by analyzing the 
message transmitted to OS120 from above-mentioned application software. 
[0046]lt is possible to continue the work of edit etc. under the environment of 
other clients [ finishing / a user registration ] using the outputted operation logs 
as a result of the operation surveillance by a resident program. 
[0047]Since it has the information on the expiration date of the contents inputted 
as an acquiring condition in the resident program when the target contents are 
acquired, When it is going to operate the contents of expiration, by eliminating 
the contents itself, the illegal use besides a contract (royalty acquiring condition) 



is prevented. 

[0048]The use information output means 107 outputs a use track record for 
every user ID which acquired the royalty of every content ID or contents 
registered into this system. This means outputs required information to the 
screen on a client terminal by inputting search conditions, such as content ID 
and retrieval time, based on the information on the transaction information 
management data base 112. 

[0049]lnformation, including a use track record etc., is information extracted 
based on the information accumulated considering a user's operation as a log in 
the contents monitor means 106, and can output operation specified by a user, 
the operation in connection with fee collection, etc. 

[0050]The user management data base 111 is a database which manages 
user's information in this system. The user of this system registers user's 
information into the first utilization time by the user registration means 101 from 
each client. User's information includes a user name, a mail address, a serial 
number, affiliation, etc. In this database 111, the information on a client terminal 
is also managed and it is automatically transmitted to the direction of a server at 
the time of the registration processing in the user registration means 101, and it 



is used in order to refer for whether you are the user registered into system 
utilization time by the user authentication means 103. It uses as a key in the 
case of search or transaction information by giving peculiar ID (user ID) to one 
user. 

[0051 ]The transaction information management data base 112 is a database 
which manages the transaction information of contents. When registering 
contents from each client by the contents registration means 102, the 
information which accompanies contents is registered. The information which 
accompanies contents here is author information on contents, such as a user 
name, a user ID, and affiliation, and within a database, it links with content ID 
and is managed. 

[0052]ln the contents royalty acquisition means 105, when each client acquires 
the royalty of contents, ID (royalty ID) is given to a royalty, and it links with 
content ID and the user ID which acquires the royalty of contents, and manages. 
[0053]The log of edit is managed, when downloading the contents royalty 
acquired on each client and operating edit etc. by the contents monitor means 
106. 

[0054]Also when a client with a contents royalty permits work to other clients, it is 



made to link with content ID, a user ID, royalty ID, and the user ID of a consent 
place, and manages in this database 112. 

[0055]As mentioned above, the information acquired at the time of contents 
royalty consent and contents surveillance is managed at the time of contents 
royalty acquisition at the time of contents registration, When there is a check 
request of usage information from each client by the use information output 
means 107, a use track record can be outputted for every content ID and every 
user ID. 

[0056]The contents managing database 113 is a database which manages the 
information which accompanies contents. The information which accompanies 
contents is a storage place of contents, a keyword of contents, a use use in 
connection with contents use, etc. These information is information acquired by 
the contents registration means 102 when registering the contents from each 
client. In the case of registration, ID (content ID) is given and managed to 
contents. When contents are pictures, in order to create the picture of two or 
more kinds of resolution, the information on the storage place of a creation 
picture is also made to link with content ID, and is managed. 
[0057]When searching contents at the time of contents royalty acquisition, the 



information managed in this contents managing database 113 is used. 
[0058]The contents distribution system of this embodiment has a using 
permission means to permit use of the contents whose royalty has been 
acquired to other clients. This using permission means takes out the information 
at the time of contents royalty acquisition from the transaction information 
management data base 112, and registers granted information. 
[0059]The appointed address (URL) is accessed from the Web screen of each 
client terminal, and the contents which give consent of a royalty are searched 
with the using permission procedure by this using permission means. Search of 
contents has two kinds of methods, search by a keyword, and the direct 
specification by content ID, as the contents retrieving means 104 explained. The 
contents obtained by search are displayed on the screen of a client as a 
thumbnail image, set up the kind of contents and royalty, and choose a consent 
place, a consent place - as the user of this system - a server use - a 
registered thing is a premise and it sets up by search or a user ID like content 
retrieval. In the server side, the consent request from a client is received, the 
information on object contents is collected from the transaction information 
management data base 112, and a royalty is set as a consent place. 



[0060]The user who received consent can work within the limits of the royalty 
which could download the contents which received consent and received 
consent. It starts, when contents are downloaded from a client, information, 
including a royalty etc., is also downloaded simultaneously and these contents 
are operated as a resident program, as the contents monitor means 106 
explained, and a user's operation surveillance is performed on application 
software. 

[0061 ]On the whole, an operation of the contents distribution system of this 
embodiment constituted as mentioned above is explained. 
[0062]As the first processing, a user is first registered to this contents distribution 
system. Using this system, receive distribution of contents and the contents user 
who is going to use these distributed contents, and this system are specifically 
used, The user who uses this system as a contents provider who tries to provide 
self contents accesses the address of Web managed by the server from each 
client terminal, and inputs a user's information from the screen of Web. This 
user's information is registered into the user management data base 1 1 1 by 
control of the user registration means 101. A user name, a password, a mail 
address, a serial number, affiliation information, the information on a client 



terminal, etc. are among the user's information registered into this user 
management data base 1 1 1. A peculiar user ID is given to each registered user. 
[0063]Next, although contents registration processing which registers into this 
contents distribution system the information which accompanies contents and 
contents from a contents provider is performed, The user who uses this system 
as the contents provider concerned in registration of these contents needs a 
registered thing for this system, as mentioned above, Therefore, it is attested by 
the user authentication means 103 whether you are the registered user 
registered into this system by the user registration means 101. The user name, 
password which were registered in this attestation on the occasion of a user 
registration, It is judged by the user authentication means 103 by comparing with 
the information registered into the user management data base 111 and the 
transaction information management data base 112 about client terminal 
information whether you are a registered user. 

[0064]Contents can be registered when it judges that the user of this system 
which is a contents provider is a registered user as a result of this user 
authentication. In registration of these contents, the user who uses this system 
as a contents provider, The appointed address is accessed from the Web screen 



of each client terminal, Information, including the constraints of the information 
on contents, for example, the whereabouts of contents, a keyword required for 
search, and contents utilization time, etc., is inputted from a Web screen, and it 
registers with the transaction information management data base 112 and the 
contents managing database 113 by control of the contents registration means 
102. The contents registered into this contents managing database 113 are 
given content ID, attach a user ID and a link and are managed. 
[0065]lf the user of this system is registered as mentioned above and contents 
are also registered, the contents of the request which a registered user wants to 
use for this system next will be searched from the contents registered into said 
contents managing database 113. Although there are a method of searching 
desired contents by a keyword, and a method of specifying contents directly by 
ID of contents in this search, A user inputs content ID, when inputting a keyword 
from the Web screen of a client terminal in referring to a keyword, and specifying 
contents directly. 

[0066]When a keyword is inputted, the contents retrieving means 104 searches 
the contents which agree in a keyword out of the contents registered into the 
contents managing database 113, When content ID is inputted, the contents of 



ID which agrees in content ID out of the contents registered into the contents 
managing database 113 are searched, and these searched contents are 
displayed on the Web screen of a client terminal. 

[0067]When there are contents which want to acquire a royalty out of the 
contents displayed as a thumbnail image on the client terminal as a result of 
searching, as mentioned above, a user, If the contents are chosen and acquiring 
conditions, such as a use of the contents and duration of service, are inputted, 
acquisition of the contents concerned will be registered into the transaction 
information management data base 112 by control of the contents royalty 
acquisition means 105. 

[0068]lf the royalty of contents is acquired as mentioned above, the user can 
download these contents on a self client terminal, and can operate edit etc. to 
these contents, but. In this case, at the same time a user downloads the 
contents which acquired the royalty, An operation monitoring program with 
contents accompanying information, such as transaction information, downloads 
to a client terminal with download of these contents, The operation of a client 
terminal to the contents which resided permanently on the client terminal and 
were downloaded is supervised, and the operation is recorded as a log. 



[0069]The user can permit these contents to other clients, if the royalty of 
contents is acquired as mentioned above, this consent place - as the user of 
this system - use - of course, a registered thing is required In the server side, if 
the consent request from a client is received, the information on object contents 
will be collected from the transaction information management data base 112, 
and a royalty will be set as a consent place. The user who received consent can 
download the contents which received consent, and can operate it within the 
limits of the royalty which received consent. Also in this case, with download of 
the contents which received consent, the operation monitoring program 
mentioned above downloads and a user's operation is supervised as a resident 
program. 

[0070] Although two or more these contents distribution systems of an 
embodiment mentioned above may exist, it is necessary to consider the 
composition which it has apart from the function which mentioned above the 
function to generalize and manage two or more of these contents distribution 
systems, in this case. Thus, in the system in which two or more contents 
distribution systems exist, the server which carries out generalization 
management of two or more of these contents distribution systems needs to be 



provided with an ID management function and an illegal use controlling function. 
This ID management function and an illegal use controlling function are 
explained below. 

[0071]lt is a function uniquely managed so that numbers managed by each 
system, such as a user ID and content ID, may not overlap by two or more 
systems in an ID management function. There are the following two kinds of 
methods in a controlling method. 

[0072]To ID managed by each system, within the limits of it, one sets up the 
range of an usable number beforehand, it is grant of ID the method of making it 
possible, and other methods, The same person or the same contents are the 
method of keeping from having two or more ID by managing the information 
which exists in a database in a unified manner. In the case of the latter, there is 
content ID managed as existing [ only ] information in the user ID managed with 
the user management data base 1 1 1 or the contents managing database 1 13. At 
the utilization time of the beginning of this system, or the time of contents 
registration, it searches whether there is already the same user or a registration 
track record in the same contents, and, in a certain case, manages by ID existing 
registered. 



[0073]As mentioned above, although two kinds of methods were explained as a 
method of realizing an ID management function, which method may be chosen 
with the number of systems, the number of users, the number of registered 
contents, etc. 

[0074]ln an illegal use controlling function, the log at the time of performing 
unfair operation is extracted out of a user's operation logs accumulated within 
each system at the time of employment, and link attachment ****** of a user ID 
and the unfair operation is carried out. These information is used as reference at 
the time of carrying out use restrictions of access control etc. to a user with much 
unfair operation. 

[0075]Although the above-mentioned embodiment explained the case where a 
picture was used as contents, contents may not be limited to a picture and may 
be a musical piece and text data. 

[0076]While recording on a recording medium by considering procedure of the 
contents distribution method of the above-mentioned embodiment as a program 
and building this recording medium into a computer system, By downloading or 
installing in a computer system the program recorded on this recording medium, 
and operating a computer system by this program, It is natural that it can be 



made to function as a contents distribution system which enforces a contents 
distribution method, and the distributivity can be improved by using such a 
recording medium. 
[0077] 

[Effect of the lnvention]As explained above, according to this invention, it is 
attested whether a user is a registered user, While searching desired contents 
and being able to acquire the royalty over these contents from the contents into 
which only the attested user was registered to a user, Since operation of the 
user to the contents which acquired the royalty is supervised, While being able 
to prevent the unfair operation by "spoofing" when a user name and a password 
are revealed, the outflow of the contents by the illegal use of contents can be 
prevented a priori, and contents distribution with high safety and reliability can be 
promoted. 

[0078]According to this invention, since use of the contents whose royalty has 
been acquired is permissible to other users, convenience can be improved. 
[0079]According to this invention, when downloading the acquired contents of a 
royalty to a user's terminal, operation monitor software is downloaded, When the 
operation to a user's contents is supervised with this software and there are this 



monitored result and unjust processing, while eliminating these contents, Since 
the menu item of application which operates it to contents is operated and a 
contents user's operation is controlled, While being able to prevent the outflow of 
the contents by an illegal use a priori, the royalty of contents can be controlled 
without making a user conscious, and use of the contents in system introduction 
or network electric delivery and management of copyright can be carried out 
easily. 



2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 

[Drawing 1] lt is a block diagram showing the composition of the contents 
distribution system which enforces the contents distribution method concerning 
one embodiment of this invention. 

[Drawing 2] lt is a flow chart which shows the user registration procedure in the 
contents distribution system shown in drawing ! 

[Drawing 3] lt is a flow chart which shows the contents registration procedure in 
the contents distribution system shown in drawing 1 . 

[Drawing 4] lt is a flow chart which shows the contents royalty acquisition 
procedure in the contents distribution system shown in drawing 1 . 
[Description of Notations] 



101 User registration means 

102 Contents registration means 

103 User authentication means 

104 Contents retrieving means 

105 Contents royalty acquisition means 

106 Contents monitor means 

107 Use information output means 

1 1 1 User management data base 

112 Transaction information management data base 

113 Contents managing database 



